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Abstract—One of the most critical aspects of the Electronic Voting (E-Voting) system is its confidentiality. A sound E-Voting system
should be able to keep voters' votes secret. It means that the E-Voting system could not allow any person to analyze the vote of any
specific voter. In this paper, we design a secure E-Voting system that systematically encrypts voters' ballots in the database that makes
any person, including the E-Voting admin, unable to interpret the votes recorded in the database. We develop a cross-hash validation
approach as our basis. In our approach, the votes from two different voters, even both voters who vote for the same candidate, will be
recorded in two different values. We combine a voter's data with their vote, adding extra parameters and keys, then hashing it with
some specific algorithm. We also use timestamp information for our hashing parameter. By doing so, any voter will never have the same
hashing output value. This approach makes recorded votes data unique and impossible to be decoded. We developed a cross-validation
algorithm to count the election results to interpret the votes data because the hashed vote value cannot be decrypted to its original value.
With this approach, the system can only retrieve the summary of E-Voting without analyzing the vote from any specific voter. Our
method has been tested in a real-case scenario. We test our approach on the election of the Engineering Faculty Senate of the University
of Mataram. In the experiment, we conclude that our system is practically secure and can be developed for a larger scale of E-Voting.

Keywords - Confidentiality system design, cross-hash validation, electronic voting, unique vote record, vote data security.

I. INTRODUCTION

The social representative election process has become an
inseparable part of human life. As the increased necessity of
society to establish a social organization, the need to conduct
an effective and efficient election process has also immensely
increased. In a conventional election process, representative
candidates or leaders are usually done by using a voting system.
All the members of the organization vote for their candidates,
then the candidates with the highest votes typically win the
election.

The voting system has become a well-accepted approach for
society to choose their representatives or leader for any
organization or governance leaders. For example, district head
election, governor election, or even presidential election is
conducted using a voting system. In general, we can say that
the election process has become a central administrative work
in society, where it is usually conducted using a voting system.

Currently, there are two main approaches to running the
voting system. First, by using a manual voting system, and
second, electronic voting (E-Voting) system. In a manual
voting system, voters commonly vote their candidates on a
ballot, and then the official election committee will manually
calculate the votes. This approach, although practically proved
to be effective, is time-consuming. Meanwhile, in the second
voting system, E-Voting, the voters use an electronic device as
their ballot. Usually, it is implemented in both online process
and offline processes. In this approach, the calculation of

voters' choices can be done automatically, and the result of the
election can be summarized in a very short time.

As described earlier, we can observe that the E-Voting
system is a more efficient way to conduct the voting process.
Although this approach is promising, the main concern in the
E-Voting system implementation is its security and privacy
aspect. In the E-Voting system, voters' privacy has become the
system's main concern. A sound E-Voting system should fall to
these main requirements: each voter can only have one voting
account, each voter can only vote for a one-time election
process, and no one can know an individual voter's vote.

In today's growing E-voting mechanism, guaranteeing that a
voter can only have one account and can only vote for one time
is relatively well established. The most critical aspect that is
still debatable in the E-Voting system is the privacy of voters'
votes. Because each vote is recorded in an electronic system,
where the source (voters' identity) can be easily retrieved when
the vote is recorded in the system, it is doubtful that their votes
are kept private and secure E-Voting database. Currently, many
societies are skeptical about it. Many people argue that voters'
privacy is not well secured in an E-Voting system. Thus, if
voters choose a candidate, they worry that their votes can be
crosschecked and known by any irresponsible party. If this
happens, of course, the privacy aspect of the voting system is
broken.

As we can analyze from the previous passages, we can
conclude that one of the most important aspects to be developed
in a good E-Voting system is its privacy. Because today's
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society needs an E-Voting system, but today's E-Voting system
still has one potential threat, we are concerned about
developing a secured E-Voting system that minimizes the threat
to voters' privacy data break. In this paper, we manage to
establish a well-developed E-Voting system tested in one of
Indonesia’s government institutions. To guarantee that there is
no data break-in voters vote data, we develop a cross-hash
validation approach to secure voters' vote data. No one can
analyze any specific voters’ vote data in our system, including
the E-Voting system administrator. Our approach is practically
secured and well tested in a real-life scenario that involves
hundreds of voters. According to our experiment, we can
deduce that our proposed method to secure voters' vote privacy
is practically safe and can be implemented to secure a bigger
scale of a social election, like national presidential E-Voting.

Il. RELATED WORKS

The electronic voting (E-Voting) scheme was first proposed
in 1981 [1]. In E-voting gradual development, there have been
many approaches proposed to establish a secured E-Voting
system. For example, [2] proposed a secure data transfer in
cloud technology-based E-Voting. Meanwhile, [3] proposed
homomorphic elliptical curve cryptography to secure a cloud
E-Voting system. The blockchain approach has also been
considered a method to secure an E-Voting system.
Researchers in [4-6] have developed a blockchain-based
approach to reducing voter fraud, preventing ballot content
attacks, and establishing universal ballot verification.

A good E-Voting system should be capable of securing its
voters' ballot privacy. Some aspects must be handled carefully
to establish a secure E-Voting system. Some researchers have
developed distinctive approaches to achieving a sound E-
Voting system, especially data encryption techniques. In [7-
10], the researchers use a mix-net method to encrypt E-Voting
data. Meanwhile, a blind signature is used by [11-17] to ensure
voters' data integrity. Researchers in [18-22] use homomorphic
encryption, while researchers in [23-25] use a secret sharing
approach to secure E-Voting system data.

To establish a secure and feasible E-Voting result, one of the
most popular methods used is homomorphic encryption in
conjunction with other encryption methods like zero-
knowledge proof [26] or partial knowledge proof [27].
Although these approaches have good results, they require a
high computation resource. To overcome that drawback, [28]
propose a decentralized E-Voting system in cloud computing.
Some methods have also been developed to ensure that voters
are allowed to prove nothing about their ballot's content to
others. It is usually done by using the coercion resistance
approach [29-33].

In the E-Voting system, there are usually 5 elements
involved. First is Voter (V), second is Candidate (C), third is
trusted Authority Center (AC), fourth is Voting System (VS),
and fifth is Bulletin Board (BB). A voter (V) is a user in the E-
Voting system that can choose any candidate as their favorite.
A trusted Authority Center usually arranges the list of eligible
voters, for example, a country's government. A Candidate is an
applicant for a position. In the E-Voting system, candidates are
users elected/chosen by voters to win an election. Authority
Center in the E-Voting system acts to authorize any legal
voters, such as giving them a digital certificate to cast an E-
Voting ballot. A voting system is a system that is used to run

the election. It generates credentials for voters and even shares
for candidates. VS should never leak any intention of the voter.
Meanwhile, the Bulletin Board is used to publish information
about the voting process.
VS's technical aspect is the most crucial factor in developing
a secured E-Voting system from all essential elements involved
in the E-Voting system. Thus, most researchers focus on
developing security mechanisms for this VS aspect. The design
goal of a good E-Voting system should follow these
requirements:
i Coercion resistance: no voter can prove to others
which candidate they choose.
ii. The integrity of ballots: the voters' votes must be
counted validly.
iii. Privacy of ballots: no one can leak voting
information recorded by the system.
iv. Multiple-voting avoidance: the system can only
allow a legal voter to cast a ballot once.
2 Fairness: no candidate can gather information about
their ballot in advance.

Technically speaking, many approaches have been
established to secure the E-Voting system. In this research, we
design a security workflow of the E-Voting system that ensures
voters' vote privacy data. Although our proposed technical
approach can be used in any E-Voting system, we focus on our
e-voting system for the election mechanism adopted in
Indonesia. We do this because the security policy of an E-
Voting system depends on the social administration election
process of a country, as also stated by [34]. According to the
analysis of [35, 36], itis indicated that Indonesia is theoretically
ready for an E-Voting system. Thus, as we propose in this
paper, developing a security mechanism for voters' vote privacy
data brings a promising benefit for Indonesian society.

Although Indonesia is theoretically ready for the E-Voting
system, [37] argues that the implementation of the E-Voting
system has one main drawback from its underlying technology,
which is the internet. So, designing an E-Voting system should
be conducted carefully. According to [38], there are many holes
in the system that allow attackers to make the E-Voting system
becomes highly vulnerable. As argued by [39], research on E-
Voting, especially in Indonesia, should be observed from a
development research perspective.

The E-Voting system has a different philosophy from e-
commerce, e-banking, or any other recent e-procurement
system. The E-Voting system applies different sets of rules. As
stated by [38], E-voting is categorized as a Safety-Critical
System. Thus, designing a secure E-Voting system is a complex
task. Many social and technical aspects are involved in
providing a secure and convenient E-Voting system in
Indonesia. When publishing a research article, most researchers
on the E-Voting system focus their discussion on some narrow
but deep specific aspects. In this paper, we will also follow that
approach.

This article focuses our discussion on the voters' vote data
privacy aspect of the E-Voting system. We develop an
algorithm to secure the confidentiality of votes data. In our
system, no one, including the E-Voting administrator, can
analyze the ballot content of any particular voter. It means that
no one can know which candidate is chosen by any specific
voter. Our proposed algorithm works as an optimization



algorithm, just like the optimization algorithm provided by [40-
41]. We try to improve current E-Voting data security,
especially on data privacy. We analyze that this aspect is very
critical for the E-Voting system. Thus, we enhance the state-of-
the-art E-Voting system by developing our algorithm,
especially for the Indonesia E-Voting system.

I1l. PROPOSED METHOD

The design of our E-Voting hash algorithm consists of
several components, including voter basic information, tokens,
validator, cross-hashing (CH), and cross-validation (CV).

® o °
@ o S—
Q Cross-Hash C lidatic
@ o e

-

Re:

Fig. 1 E-Voting Architecture

Asan initial stage in Figure 1, the system requires basic voter
information as a foundation to form a combination of hashing
algorithms. As in the general election system, the system will
ensure that the user has access or voting rights as the voter.

The second component is a token, which is a unique
character set from the server where the system is running. This
unique character is taken from the build version of the operating
system and the server hardware serial number which is then
hashed.

The validator is an additional component to support E-
Voting security from the user's side, including Two Factor
Authentication (TFA) methods [42]. TFA helps voters to
improve access security from their e-voting accounts. TFA is
optional and users can activate or deactivate the TFA feature
right inside the system.

The online election process is very sensitive thus making
user validation become the most important aspect. When a user
account is hacked, its credentials like username and password
will be exposed, so then the system difficult to validate these
users. One additional option to assist the system in ensuring that
the user who is authenticating is the valid user is to use an
additional code that is sent to the user via the mobile device.

The core components in this architecture are CH and CV.
CH is used to hash the election results data (voters choose
candidates) combined with voter data and tokens generated by
the server, where next this hash data will be stored in the
database.

CV has an improved way of working from CH. CV performs
hashing of the combination of voter data with a combination of
each existing candidate. Furthermore, CV validates each of the
results of the combination into the election results database.
Each matched result will count as the gain of the respective
candidate.

From the data flow aspect, in Figure 2 the e-voting design
has several groups, namely voters, elections, candidates, and
results. In the results section, the basic data of voters used as a

combination to perform hashing are 1D, username, and
password. The ID and username in the e-voting design are static
and do not change. Unlike the password that can be changed,
the password cannot be used as a combination for hashing.
The second group is in terms of election data, where the basic
voter data will then be compared with an election which will
produce a conclusion whether voters have access to vote or not.

Data Flow
Voter | Committee Election Candidate Result
Credentials:
-id
- username
Store
- password Check TFA -
/>| Select
Access Hashing
yes
o>
no

Fig. 2 Data Flow

In the design of the e-voting system, this system can
accommodate many elections at once. Academics can register
to be users in the e-voting system, but users can only vote when
the user is entered into an active election.

The election group has an additional data flow, namely
checking the status of TFA whether it is active or not. If the
voter activates TFA, the system will perform a series of
validations to check the validity of voter access via a token sent
via a mobile device as described previously.

The third group is from the candidate side. Candidate data
will always be used as a hashing combination to form the result
data. The combination formed is that only voters and candidates
are selected. As previously explained, to make the combination
unique, the combination is added with a token that comes from
the server. The token is used to ensure the integrity of the data
source. So if there is an attempt to move data in the hope of
being opened, the system can protect the data using the token.
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Figure 3 describes the flow of the data entry process and its
parts. The data entry process starts from the data stream that
comes from the application and also from data entry in the
specified system to the final storage place of the hashed data
into the database.

Hashing is done using the SHA-256 algorithm with 256 bits
of length. More about the SHA-256 algorithm is not explained
in this study. An ID field of the voter, a secret key from the
server, an 1D of the candidate are stored into an array and then
hashed with a specified hashing algorithm.

The voter’ ID and the hash result will be directly inserted
into the database. Each hashed data will generate a separate ID.
To increase the security of the data contained on the server, in
the e-voting design, an additional entry is added which is called
a signature.

The signature ensures the integrity of each entry into the hash
combination. In principle, each hash result will be re-validated
based on the resulting signature compared to the signature
entries that have been stored in the database from the previous
process.

In the e-voting design, the signature is formed using a
combination of the hashed result and the hashed ID in the
database. The process of forming a signature is also done by
hashing using the SHA-256 algorithm too.

In the end, the final data that will be stored in the database is
the voter ID, the hash of the chosen candidates, and the hash
signature. In addition to the three data combinations, there are
also some supporting data required by the system. In this
condition, it is sufficient for the architecture to secure data from
illegal access. lllegal access either by the system administrator,
or illegal access from other applications if in certain scenarios
a data leak occurs. In this condition, the architecture can
guarantee an important aspect of the e-voting itself, namely that
the chosen candidate's data cannot be accessed or read by
anyone.

From Figure 3 we can explain that the data stored in the
database is quite safe, both from reading manually and by the
system. When the data security system has been designed
properly then the challenge is how to read it. In the e-voting
design to read CH, the CV scenario is used. CV uses a similar
path to CH with some additional functionality for validation.
Figure 4 describes the flow of the data validation process of the
e-voting system.
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In the recapitulation scenario of election results, each
candidate must count the votes obtained. In the e-voting design,
the election result data stored in the database is in the form of

hashed results. Technically, hashing is a form of data security
where data that has been hashed cannot be returned to its
original form. The only way to make sure these results are valid
is to create a new hash and then compare the new hash with the
hash already stored in the database.

In the e-voting design, to get the votes from candidate A, the
system must generate a hashed version of candidate A for the
voter ID that is in each row of the data in the results table. If the
result of the new hash matches the hash value in the same result
column, it can be temporarily flagged that the data row is the
result for candidate A.

The same process is done for other candidates. Furthermore,
to ensure the integrity of the data row, the signature column in
each data row is compared with the new hash result obtained
from the result row ID with the value in the hash column.

If it turns out that the new hash results obtained are different
from the hash values in the signature column, it can be
ascertained that the values in the hash column have been
illegally altered. For hashes that are not the same when
validated, they can be skipped and not included as a result of
the vote recapitulation for all candidates, and the data is
excluded from the final total of the vote results.

IV.EXPERIMENT RESULT AND ANALYSIS

To test the validity and performance of this e-voting system
design, e-vote is used in the election opportunity at Mataram
University. Tests were carried out for several types of voter
levels, ranging from students, staff, to lecturers. The voters
were also made from several different scopes, ranging from the
scope of universities, faculties, departments, to the level of
student associations.

TABLEI
SUCCESSFUL ELECTION HELD
Year Name Type Voter(s)
2020 Election of Chairman Student Executive 30,126
and Secretary Board (BEM)
2020 Election of Chairman Student 29,212
and Secretary Representative
Council (DPM)
2021 Election of Members Senate 133
from Engineering
Faculty
2022 Election of Rector Rector 60

The election with the most participants was made during the
election of the Student Executive Board (as known as BEM) of
Mataram University in 2020. The number of voters from the
student level reached 30,126 people.
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Fig. 5 BEM Election in 2020

Figure 5 shows the total gains of each candidate. The system
can validate the hash value of the total voters described
previously.

In terms of volume, the highest participation was when the
system was used during the election of the BEM at Mataram
University.  Furthermore, in terms of confidence
(confidentiality), the e-voting system was used in the election
of the chancellor and the election of the senate members of
Mataram University.
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Fig. 6 Rector Election 2022

Figure 6 shows the e-voting system used in the election of
the rector of Mataram University. In the system architecture,
the validator component also provides facilities for generating
and distributing tokens to voters. Voting tokens are a further
addition to the increased security in voting after TFA.
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Fig. 7 Hashed data in Database

Figure 7 shows the form of the data when it is stored in the
database. The core data is stored in hash form and some other
data is stored in plain text to help the system and is not related
to the election result data. In a data format, as shown in Figure
7, itis difficult to read data directly into the database.

CONCLUSION

This study shows that the implementation of the hashing
algorithm is able to block direct access to the chosen candidate
data in the database. The value of the result in each row of data
is unique, it cannot be classified easily. On the other hand, the
implementation of this algorithm does not interfere with the
final recapitulation results.
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